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OpcServerSecurity Members
Namespace: Opc.UaFx.Server
Assemblies: Opc.UaFx.Advanced.dll, Opc.UaFx.Advanced.dll
The OpcServerSecurity type exposes the following members.

Properties

AccessControlLists
C#

public OpcAccessControlListReadOnlyCollection AccessControlLists { get; }

Property Value

OpcAccessControlListReadOnlyCollection

AnonymousAcl
C#

public OpcAnonymousAcl AnonymousAcl { get; }

Property Value

OpcAnonymousAcl

CertificateAcl
C#

public OpcCertificateAcl CertificateAcl { get; }

Property Value

OpcCertificateAcl

EndpointPolicies
C#

public OpcSecurityPolicyCollection EndpointPolicies { get; }

Property Value

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcserversecurity
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcaccesscontrollistreadonlycollection
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcanonymousacl
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opccertificateacl
https://www.traeger.de
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OpcSecurityPolicyCollection

IssuedTokenAcl
C#

public OpcIssuedTokenAcl IssuedTokenAcl { get; }

Property Value

OpcIssuedTokenAcl

UserNameAcl
C#

public OpcUserNameAcl UserNameAcl { get; }

Property Value

OpcUserNameAcl

Methods

Authenticate(Object)
C#

public OpcPrincipal Authenticate(object identityToken)

Parameters

identityToken Object

Returns

OpcPrincipal

IsEndpointDisabled(OpcPrincipal)
C#

public bool IsEndpointDisabled(OpcPrincipal principal)

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.opcsecuritypolicycollection
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcissuedtokenacl
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcusernameacl
https://docs.microsoft.com/en-us/dotnet/api/system.object
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
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Parameters

principal OpcPrincipal

Returns

Boolean

Exceptions

ArgumentNullException

IsEndpointDisabled(OpcPrincipal, OpcEndpointIdentity)
C#

public bool IsEndpointDisabled(OpcPrincipal principal, OpcEndpointIdentity endpoint)

Parameters

principal OpcPrincipal

endpoint OpcEndpointIdentity

Returns

Boolean

Exceptions

ArgumentNullException

IsEndpointEnabled(OpcPrincipal)
C#

public bool IsEndpointEnabled(OpcPrincipal principal)

Parameters

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.opcendpointidentity
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://www.traeger.de
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principal OpcPrincipal

Returns

Boolean

Exceptions

ArgumentNullException

IsEndpointEnabled(OpcPrincipal, OpcEndpointIdentity)
C#

public bool IsEndpointEnabled(OpcPrincipal principal, OpcEndpointIdentity endpoint)

Parameters

principal OpcPrincipal

endpoint OpcEndpointIdentity

Returns

Boolean

Exceptions

ArgumentNullException

IsOperationAllowed(OpcPrincipal, OpcOperationType)
C#

public bool IsOperationAllowed(OpcPrincipal principal, OpcOperationType operation)

Parameters

principal OpcPrincipal

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.opcendpointidentity
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://www.traeger.de
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operation OpcOperationType

Returns

Boolean

Exceptions

ArgumentNullException

IsOperationAllowed(OpcPrincipal, OpcRequestType)
C#

public bool IsOperationAllowed(OpcPrincipal principal, OpcRequestType operation)

Parameters

principal OpcPrincipal

operation OpcRequestType

Returns

Boolean

Exceptions

ArgumentNullException

IsOperationDenied(OpcPrincipal, OpcOperationType)
C#

public bool IsOperationDenied(OpcPrincipal principal, OpcOperationType operation)

Parameters

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcoperationtype
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcrequesttype
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://www.traeger.de
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principal OpcPrincipal

operation OpcOperationType

Returns

Boolean

Exceptions

ArgumentNullException

IsOperationDenied(OpcPrincipal, OpcRequestType)
C#

public bool IsOperationDenied(OpcPrincipal principal, OpcRequestType operation)

Parameters

principal OpcPrincipal

operation OpcRequestType

Returns

Boolean

Exceptions

ArgumentNullException

https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcoperationtype
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcprincipal
https://docs.traeger.de/en/software/sdk/opc-ua/net/api/opc.uafx.server.opcrequesttype
https://docs.microsoft.com/en-us/dotnet/api/system.boolean
https://docs.microsoft.com/en-us/dotnet/api/system.argumentnullexception
https://www.traeger.de
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